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Attack Kill Chain — Understand Attacker
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Attack Kill Chain — Understand Attacker
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Attack Kill Chain — Understand Evasion
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Attack Kill Chain - If prevention failed
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The Changing Threat Environment
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Malware Development & Tools

» Cybercriminals developed formidable tools

Easy to use development tools, Q&A, and service
level agreements as in every mature industry

= Detection Evasion and Resilience

By design, malware is developed and deployed W|th
detection evasion in minc




Malware Development Process
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Underground Market
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The Availability of Malware Tools ..
S Results in a high degree of attack
automation from systematic identification of
targets to fully automated exploitation

z». Leads to anincrease in opportunistic attacks
ﬁ as the attacker no longer needs expertise or
special skills

at any time, for any reason, and without being
specifically targeted.

> Any enterprise can become a victim of attack:



Automated vulnerability scanners
and attack tools'cannot differentiate

if you consider yourself-a high-risk
target or not



Our Response: Layered Security

We respond and rely on layered security

Key Security Technologies available:

= Network Firewall

* Intrusion Prevention Systems (IPS)
= Antivirus / Antimalware

= Browser Protection

> How effective is our defense ?
How do we know?



Layered Defense - Perimeter
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Layered Defense — Host based
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Layered Defense — Direct Attacks
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Layered Defense — Indirect Attack
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Engineering Workflow ..

DOES IT MOVE?
I

| '

No Yes

| |

Should it? Should it?

| |
! v v '
No Yes Yes No
! | | |
No & No

Problem ﬁ Problem

.. sadly, security testing is not that simple



NSS Labs’ Testing Lab

= Multi-million dollar research and testing
facility in Austin/TX

= Capable of 24 x 7 testing

" Global research network captures Internet
threats, zero-days & trends live, as they arise




Security Test Metrics

To determine the security effectiveness of
devices, the following metrics were
used:

1. Exploit Block Performance
2. Anti Evasion Performance
3. Performance/Leakage

4. Stability & Reliability




Exploit Block Performance

" The same types of attack as used by modern
cyber criminals

= Utilizing multiple commercial, open source
and proprietary tools as appropriate

" More than 1,400 exploits, tested such that

» areverse shell is returned, allowing the attacker
to execute arbitrary commands

" a malicious payload is installed

>
" a system is rendered unresponsive -




Anti Evasion Performance

* Providing exploit protection without
factoring in evasion/obfuscation is
misleading

* Additional test cases are generated for each
appropriate evasion technique.
= At TCP, IP, and application protocol Ievel

" Fragmentation, Segmentation, P
Obfuscation, Encoding, Compression ~
and all combinations thereof




Metric
Performance & Leakage

* Trade-off between security effectiveness and

performance
Ensure vendors don’t take security shortcuts to

maintain or improve performance

* Tested based upon three traffic types

* a2 mix of perimeter traffic common in enterprises

= 3 mix of internal traffic common
In enterprises

* 21KB HTTP response traffic

e W |
ot



Stability & Reliability

" | ong-term stability is particularly important

for an in-line device
Verify the stability of the device under test

= Tests the ability to maintain security
effectiveness under normal & malicious
traffic load
Products that are not able to sustain legitimate
traffic (or which crash) while under hostile attack
will not pass



Security Effectiveness

= Security Effectiveness

combines measured cost of ownership, security
protection, performance, leakage, and stability

= Security Value Map (SVM)

shows security effectiveness and value (cost per
protected Mbps) of tested product configurations

= Customizable
SVM is customizable to reflect individual weights of
the different factors



Security Effectiveness
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NSS Labs tested:

@ Network Firewalls

@ Intrusion Prevention Systems

@ End-point Antivirus Suites

@ Browsers



@Network Firewalls

* Three of the six products tested crashed when

subjected to our stability tests

This lack of resilience is alarming and indicates the presence
of a vulnerability that could be exploited

= Performance claims in vendor datasheets are

generally grossly overstated

Performance based on RFC-2544 (UDP) does not reflect live
real world environments

" Five of the six products failed the TCP Split

Handshake test

Allowing an attacker to reverse the flow and bypass
security. Four vendors released a patch within a month



@Network Firewalls

* Longstanding, tried, and field proven
technology, such as firewalls, can still fail on
basic networking attacks

= Attacks never expire — security devices must
maintain protection for the complete range of
attacks

" Independent tests are valuable to identify, and
have vendors remediate shortcomings



@Intrusion Prevention Systems (IPS)
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@Intrusion Prevention Systems (IPS)
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@End-Point Antivirus

Percent undetected exploits

f loi d
(of 144 exploits tested) = AV products differ up to 58%

Kaspersky : in block performance

Avast

= Many products failed to
detect exploits over HTTPS

Norton

:S\;f : that were detected over
Trend Micro | HTTP
McAfee = Keeping AV up-to-date does
Avira. | not yield adequate

Microsoft

protection, still many old
exploits remain undetected

F-Secure
Norman
Panda

Total Defense
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@Browser Blocking

* Browsers offer the largest attack surface in most
enterprise networks

= Browsers are the most common vector for malware
installations

= NSS Labs continuously measures browsers block

performance since 2011
My
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Software Stacks
2 5]
Instrumented VMs URL Feeds

HH




@Browser Blocking

= Suspicious URL block performance
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@Browser Blocking

* [nternet Explorer maintained a malware block
rate of 95%

* Firefox and Safari’s block rate was just under 6%
» Chrome’s block rate varied from 13% to 74%

Percent blocked URLs

Safari
Firefox

Chrome

Internet Explorer

94%

0% 20% 40% 60% 80% 100%



Combined Failure Rate

Attacker Layered Defense Target

Failure Rate Failure Rate Combined Failure Rate
PA ‘PB PAC’B
10% 10% ?

PA°B=PA.PB=‘Z% g




Correlation Fallacy

Pz ¢PA'PB

" Failures are correlated,
they are not independent events

" Thus, the combined failure rate is typically
considerably higher: P,.;> P, Pg

» Rethink your risk assessment



* Vendor claims on the effectiveness or performance
of products are frequently overstated, or based on
non-realistic assumptions

= Several network firewall products tested crashed
when subjected to our stability tests

» Antivirus does not prevent a dedicated attacker
from compromising a target

= Several products failed detection of exploits when
switching from HTTP to HTTPS



Recommendations

" There is no product or combination of products
tested by NSS Labs that provide 100% protection

" Assume that you are already compromised

= Organizations should complement prevention with
breach detection and SIEM to identify and act on
successful security breaches in a timely manner

" Access to independent information on security
product effectiveness and performance is
Important



Complexity

* Technology alone can not provide the highest
protection

» Competent security personal is key to effective
security — and make the best use of the tools
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Reading List

* Network Firewall Group Test 2011
https://www.nsslabs.com/reports/network-firewall-group-test-2011

" [PS Comparative Analysis 2012
https://ww.nsslabs.com/reports/ips-comparative-analysis-2012

= Consumer AV/EPP Comparative Analysis - Exploit

Protection

https://www.nsslabs.com/reports/consumer-avepp-comparative-
analysis-exploit-protection

* |s Your Browser Putting You At Risk?
https://www.nsslabs.com/reports/your-browser-putting-you-risk-part-1-
general-malware-blocking



